NHO®OPMALIMOHHAS ITAMATKA
JJIA OBYUYAIOIIUXCA JJIAA PASMEIHIEHUSA
HA O®OUIHNAJIBHBIX UHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJOJIC)KU B HWHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJILHUKU OJHU M3 CaMbIX aKTUBHBIX TNoib30oBareneud PyHera. Mexnay tem,
MMOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIEMEI.
OTa naMsATKa JOJKHA MOMOYb TeOe 0e30acHO HAaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnproTepHblld BHPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOrPAMM,
OTJIMYUTENBHON OCOOEHHOCTHIO KOTOPOH SIBISIETCS CIIOCOOHOCTB K Pa3MHOXKEHHUIO.
B nononHeHue K 3TOMyY, BUPYChl MOTYT MOBPEANTH WM MOJHOCTHEO YHUUYTOXKHUTh
Bce (pailsibl M JaHHbBIE, TOAKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amylleHa 3apa)K€HHas NporpamMma, a TakkKe MNOBPEAUTh WM JaXe YHUUYTOXKHUTH
OIlEpallMOHHYI0 CUCTEMY CO BCeMM (ailamu B LieJOM. B GonbplIMHCTBE cilydaes
PacIpOCTPAHSIOTCS. BUPYChI YEPE3 UHTEPHET.

MGTOIII)I 3dalIUTBI OT BPCAOHOCHBIX ITPOrpaMM:

1. I/ICHOHBSYﬁ COBPCMCHHBIC OIICPAIUOHHBIC CUCTCMbI, UMCIOIIINC CCpBG3HBII>i
YPOBCHBD 3allUTHI OT BPpCAOHOCHLIX IIPOTIpaMM;

2. IlocrosHHO ycTaHaBnuBail madyTu (IUGPOBBIE 3aIUIATKH, KOTOPHIC
ABTOMAaTHYECKH YCTaHABIIMBAIOTCS C IEIBI0 JIOPAOOTKH MPOTPAMMbI) U JIPYTHE
OOHOBJICHHSI CBOEH omepanMoHHOW cucTteMbl. CkauumBaii WX TOJBKO C
odpunpampHoro caira paspadorumka OC. Ecim  cymecTtByeTr — pexum
ABTOMATHYECKOTro OOHOBJICHHS, BKJIIOUH €r0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE IIOJ] TpaBaMH TMOJb30BaTENsl, a HE
aIAMUHUCTPATOpa. ITO HE TMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS] HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3ylh aHTHUBUPYCHbIE MpPOTPaMMHBIE TPOIYKTHI  H3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMAaTHUYECKUM OOHOBJIICHUEM 0a3;

5. Orpaanyb HU3NIECKUHN JOCTYI K KOMITBIOTEPY JJIS IOCTOPOHHUX JIHUIL;

6. Ucnonp3yil BHENTHUE HOCHUTENW WH(MOpMAIMU, Takue Kak (iernika, JUCK
win (aiin U3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He otkpbiBali KOMIbIOTEpHbIE (alsibl, MOJYYEHHBIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxe Te (pailybl, KOTOpbIE MpUcal TBOW 3HAKOMbIN. Jlyuiie yTouHu
y HEro, OTIPAaBJIsyI JIM OH TeOe UX.

Cerun WI-FI



Wi-Fi - 310 He Buj nepeaayn JaHHBIX, HE TEXHOJIOTHUS, & BCETO JIMIIb OPEHI,
Mapka. Eme B 1991 roay Huaepnanickas KOMIIaHMs 3aperucTpupoBalia OpeH
"WECA", urto o0o3Hauano caoBocouyetanue "Wireless Fidelity", kotopslii
nepeBoAUTCA Kak "OecrpoBOIHASI TOYHOCTD .

Jlo Hamero BpeMeHu Joluia apyras ab0peBuarypa, KoTopas sIBIsSE€TCS TaKOH
ke TexHojorueu. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C
HAMEKOM Ha CTaHAapT BbIclied 3BykoBoMl TexHuku Hi-Fi, uro B mnepeBojae
03HayaeT ""BbICOKAas TOYHOCTH'.

Jla, 6ecruiaTHBIM MHTEPHET-IOCTYN B Kade, OTeJSIX U adporopTax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOrMe sKCcHepThl CUUTAIOT,
yTo obmeaoctynubie Wi-Fi ceTu He sSBIsOTCS 0€30MacHbIMHU.

CoBeThl 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYHBIX ceTsiX Wi-fi:

1. He nepenaBaii cBOO JTMUHYIO0 MHpOpMAIHIO Yepe3 obrienoctymnubie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTeJIbHO HE BBOJUTH MAPOJIU JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnons3yit © OOHOBIISIE aHTUBUPYCHBIE TIporpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKu BUpYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmoun ¢yskiuio "OOmuit 1ocTym K (aitaam
u npuaTepam". [laHHas (YHKIUS 3aKpbITa MO YMOJYaHUIO, OJHAKO HEKOTOPHIC
II0JIB30BaTENI aKTUBUPYIOT €€ I yA00CTBa UCIIOIL30BaHUS B paboTe WK yueoe;

4. He wucnonp3yit nyommuasidi WI-FI g1 mepenaum JuUYHBIX JTaHHBIX,
HarpuMmep ISl BbIX0/a B COLIMAIBHBIC CETH WJIU B DJIEKTPOHHYIO TIOYTY;

5. Wcnonw3yit Tonpko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau uMeHHO "https://";

6. B moOmibHOM Teneone orkimoun (ynknuioo "loxkimrouenune k Wi-Fi
apromarnuecku". He momyckail aBTOMaTHM4eCKOro MOAKIIOUYEHUS YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cormacus.

ConuaabHble ceTH

ConmanpHble CETH aKTHBHO BXOJAST B HAIly KU3Hb, MHOTHE JTIOJIM pabOTAIOT U
KUBYT TaM TOCTOSIHHO, a B Facebook y»xe 3aperucTpupoBaH MUJUIHAP YEIIOBEK,
YTO SBIISIETCS OJTHOM CeIbMOM BCEX JKMTEIEH IIaHEThl. MHOTrHEe IOJIb30BaTEIN HE
MOHUMAIOT, YTO MHGOPMAIMS, pa3MEIICHHAas UMH B COLMAIBHBIX CETIX, MOXKET
OBITh HaMJICHAa W HCIIOJb30BaHa KEM YTroJHO, B TOM 4YHCJE HE 00s3aTeIbHO C
0JIaruMu HAaMEpPEHUSIMHU.

OcCHOBHBIE COBETHI 110 0€30ITACHOCTHA B COLIUAIBHBIX CETAX:



1. Orpannys cnucok apy3eid. Y 1e0st B Ipy3biX HE AOJKHO OBITH CIy4aHBIX
1 HE3HAKOMBIX JIFOACH;

2. 3amuiiaii CBO 4acTHYIO *u3Hb. He yka3wiBail nmaponu, TenedoHnsl, aapeca,
JaTy TBOETO POXKACHUA W APYTYHO JIMUHYIO HHGOPMAIUIO. 3J0YMBIIITICHHUKU
MOT'YT HCIIOJIb30BaTh JaXe HHQPOPMAIUI0 O TOM, KaK Thl U TBOM POJUTEIU
IJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amumiai CBOI0 PEIyTalHUIO - JIEPXKH €€ B YUCTOTE U 3a/1aBail cebe BOIpoc:
XOTeJI OBl ThI, YTOOBI JpPyrue IOJB30BATCIN BHJCIHM, YTO ThI 3arpyskaciib?
[Toaymaii, mpesxae ueM 4TO-TO OMyOJHUKOBAThH, HAMMCATDh U 3arPy3UTh;

4. Ecnii Tl TOBOPUIIb C JIIOJbMH, KOTOPBIX HE 3HAelllb, HE MCIOJb3YHl CBOE
peanbHOE UMS U JIPYTYIO JUYHYI0 MHGOpMAIMU: UMS, MECTO >KUTEIbCTBA, MECTO
yueObl U Mpoyee;

5. N3beraii pasmemnienus dororpaduii B HTEpHETE, Te THI M300pa)keH Ha
MECTHOCTH, 1I0 KOTOPOH MOKHO OINPEICIUTh TBOE MECTOIOI0KEHHUE;

6. Ilpu peructpanuu B COIHAIBHON CETH HEOOXOJMMO HCIOJb30BAThH
CJIOXHBIE TAPOJIH, COCTOSIIINE U3 OYKB U LIU(P U C KOJUYECTBOM 3HAKOB HE MEHEE

8;

7. Jnga conManbHOM CEeTH, TMOYTHI W JIPYTHMX CAMTOB HEOOXOIMMO
UCIIOJIB30BaTh pa3HbIe Mapoid. Torjaa ecinu Te0s B3JIIOMAIOT, TO 3JI0YMBIITUICHHUKH
MOJIy4yat IOCTYI TOJBKO K OJTHOMY MECTY, & HE BO BCE Cpa3y.

DJIeKTPOHHBbIE IEHbI'U

DONEeKTPpOHHBIE JEHBIW - ATO OYEHb YAOOHBIM CmOcO0 TIaTekel, OJIHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIC XOTAT MOJYYUTh 3TH JICHBIH.

aﬂeKTpOHHBIe ACHBI'M IIOABHUJINCH COBCEM HCJAaBHO M MMCHHO HM3-34 3TOI'O BO
MHOT'HX I'OCyJapCTBax A0 CUX IIOP HC IIPOIMHNCAHO IIPO HUX B 3aKOHAX.

B Poccun e oan (QyHKITMOHUPYIOT U O HUX YKE IIPOIKMCAHO B 3aKOHE, IIe UX
pa3AesioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE M HE aHOHMMHBIE. Pa3HuIa B TOM,
YTO aHOHUMHBIE - ATO TE€, B KOTOPBIX pa3peliaeTcs MPOBOJAUTH ornepaiuu 0e3
HUISHTH(UKAIMY TT0IH30BATENs, 2 B HCAHOHUMHBIX UACHTH(DUKAIIHS ITOIb30BaTEIISA
SIBIISIETCST 00SA3aTEIIHLHOM.

Taxxe cremyer pasnuyaTh DIEKTPOHHBIE (uaTHBIE JACHBIU (PaBHBI
rOCYJapCTBEHHBIM BajlOTaM) W SJEKTPOHHbIE HedHUaTHBbIE ACHBIM (HE PaBHBI
rOCYJJapCTBEHHBIM BATIOTaM ).

OcHOBHbIE COBETHI 110 O€30MaCHON PadOTE C IEKTPOHHBIMU JICHBIAMMU:

1. IIpuBsku K cueTy MOOMIIBHBIN TeleoH. DTO caMblil yAOOHBIA U OBICTPHIA
croco0 BOCCTAaHOBUTH JIOCTYI K cueTy. lIpuBs3aHHbI TenedoH MOMOXKET, eciu



3a0yJenib CBOM IUIATEXKHBIA TapoJib WM 3aiJielllb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA,;

2. Hcnonws3yit oaHopaszoBble maponu. llocne mnepexoma Ha YCHIEHHYIO
aBTopu3aluio Tede yxke He OylneT yrpoXaTh ONAacCHOCTh KpaKW WIIM TepexBaTta
IJIATEKHOTO MapoJIs;

3. BeiOepu cioxublii maposib. lIpecTtynHukam Oyner He MpOCTO yraaaThb
CJIO’KHBIN naposnb. HaexHsle mapoau - 3TO Mapoiiu, KOTOPbIE COAEpKAT HE MEHEE
8 3HAKOB W BKJIOYAIOT B CeOsl CTPOYHBbIE U NPOMUCHBIE OYKBbI, LUDPBI U
HECKOJIbKO CUMBOJIOB, TaKM€ KaK 3HaK JoJiapa, (yHTa, BOCKIMIATEIbHBIN 3HAK U
T.1. Hampumep, $tROng!;;

4. He BBOJM CBOM JTUYHBIC JaHHBIC HA CalTaxX, KOTOPHIM HE JIOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

DNEeKTpOHHAs] TIOYTa - ATO TEXHOJOTHUS M NPEIOCTaBISIEMBbIE €0 YCIyTH IO
NEPECHUIKE U MOJYYEHHUIO DJIEKTPOHHBIX COOOIICHHM, KOTOPBIE PacIpeieitoTCs B
KOMITbIOTEpHON ceTH. OOBIYHO JJIEKTPOHHBIM IMOYTOBBIA SIITUK  BBITJISIUT
clenyronmM o0pa3oM: UMs_TOJIb30BaTeNsI(@uMsl_ToMeHa. Taxke KpoMme rnepeaadu
IIPOCTOTO TEKCTa, UMEETCSl BOBMOXHOCTh IepeiaBaTh (haisbl.

OcHOBHBIE COBETHI MO O€30MacHOM paboTe ¢ INEKTPOHHOM MOUYTOM:

1. Hamo BbIOpaTh mNpaBUIBHBIA IOYTOBBIA CEpBUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECTIATHBIX MMOYTOBBIX CEPBUCOB, OAHAKO JIYUIIIE TOBEPSITH TEM,
KOT'O 3HACIIb U KTO MEPBBIA B PEUTHHTIE;

2. He ykaspiBaii B IMYHOM TOYTE JUYHYIO MH(popManuio. Hanmpumep, nydire
BBIOpATh "My3bIKaIbHBIN (aHaT@" wim "pok2013" BMecTo "Temal3",

3. Hcnonb3yil NBYXATalHYI0 aBTOpU3ALMI0. DTO KOIJa MOMHUMO HapoJs
HY>KHO BBOAUTH KOJI, IPUChLIaeMbIil o SMS;

4. BeiOepu CI0XKHBINA MApoJIb. J[JI KaXKI0ro MOYTOBOTO SIIIMKA JOJDKEH OBITH
CBOU HAJEKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectp BO3MOXKHOCTH HamucaTh CaMOMY CBOM JIMYHBIM BONPOC,
HCMOJIb3YH 3TY BO3MOYKHOCTB;

6. Hcnosib3yil HECKOJIBKO TIOYTOBBIX SIIUKOB. IlepBbI 1y 4YacTHOU
MEePENUCKU C aJpecaTaMu, KOTOPBIM Thl JOBEPSCIIb. ITO AJESKTPOHHBIN aapec He
HaJI0 UCTIO0JI30BaTh MIPU PETUCTPAIIMU Ha (pOopyMax M CalTax;

7. He otkpbiBail (aiiiipl U Apyrue BJIOKEHUS B MUCbMAaX, JaXKe €CIU OHHU
MPUIUIK OT TBOUX Jipy3el. Jlyule yToOuHM y HHUX, OTIPABIISUIA JIM OHU TeO€ 3TH
Gbailibl;



8. Ilocne oxoH4aHuss pabOThl Ha IOYTOBOM CEPBHUCE IMEPEA 3aKPHITUEM
BKJIaJIKH C CaiTOM He 3a0y/ib HaxaTh Ha "Beriitu".

KubepOy1iiMmHI WM BUPTyaJibHOE U31eBaTeIbCTBO

KubepOymnmuar -  mpeciegoBaHue  COOOIICHUSMHU,  COAECPKAIUMHU
OCKOpOIeHUS, arpeccuro, 3aIyTUBAaHUE; XYJIUTaHCTBO; COLIMATBHOE
OOWKOTHPOBAHHUE C TIOMOIIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60pbOE ¢ KUOEPOYIITUHIOM:

1. He Opocaticst B 60ii. Jlyumuii crioco6: MOCOBETOBATHCS Kak ce0sl BECTH H,
€ClIi HeT TOro, K KOMY MOXXHO OOpaTHThCS, TO BHa4aje YCHOKOUTHCSA. Eciau ThI
HaYHEIIb OTBEYAaTh OCKOPOJICHUSMU Ha OCKOPOJEHHs, TO TOJBKO emie OobIie
pa3oxOKelb KOH(IIUKT;

2. Yupasnsii cBoel kubeppernyTranuei;

3. AHOHMMHOCTH B CE€TH MHHMas. CYIIIGCTByIOT CIIOCOOBI BBIICHHUTDB, KTO
CTOUT 3a AHOHUMHBIM dKKayHTOM,

4. He ctouT BecTH XyJIUTaHCKUM 00pa3 BHUPTYyadbHOW KU3HH. VIHTEpHET
¢ukcupyeT Bce TBOM JACHCTBUS U COXpaHAeT MX. YIanuTh uX OyJeT KpaiHe
3aTPYAHUTEIBHO;

5. CoGnronail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. Urnopupy#ét enuHWYHBIM HeraTuB. OaHOpa30BBIE OCKOPOUTEIBHBIC
cooOmIeHusT Jydiie urHopupoBaTh. OOBIMHO arpeccus TMpeKpamiaerca Ha
HayaJabHOM CTAJMU;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B
COIIMAJIBHBIX CETSIX €CTh BO3MOKHOCTH OJIOKMPOBKH OTHPABKH COOOIICHHHA C
ONPEAEIEHHBIX aJIPECOB;

8. Ecnmu b1 cBunmerens kubepOyniauHra. TBOM MEHCTBUS: BHICTYNUTH MPOTUB
rpeciieioBaTens, IMOoKa3aTh €My, 4YTO €ro JEHCTBUS OLIEHMBAIOTCS HETAaTHBHO,
MOAJICPKATh KEPTBY, KOTOPOMl HYX HA IICUXOJIOTMYECKas MOMOIIb, COOOUIUTH
B3POCIBIM 0 (JaKTe arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuabHbIN TeaedoH

CoBpeMeHHBIE CMapT(OHBI U TJIAHIIETHI COJIEPIKAT B C€O€ BIOJIHE B3POCIIBIN
GyHKIIMOHANI, W Temeph OHU MOTYT KOHKYpPHUPOBaTb CO CTaIllMOHAPHBIMHU
KommbroTepamMu. OHAKO, CPEJICTB 3alIUTHI JJIs1 TTOJOOHBIX YCTPOMCTB MOKAa OYCHD
Mano. TecTupoBaHME W TIOWCK YSI3BUMOCTEH B HHUX MPOUCXOJUT HE TakK
MHTEHCUBHO, Kak 11 1K, To ke camoe kacaeTcst 1 MOOUIIbHBIX MPUITOKEHHUH.

CoBpemeHHbIe MOOHMIIbHBIE Opay3ephl yiKe MPaKTUYECKH TOTHATN HACTOJIbHBIC



aHaJoru, OJHAKO pacliupeHue (PyHKIHUOHANa BIeYeT 3a CO0OM OOJNBIIYIO
CJIOKHOCTh M MEHBIIYIO 3aIIUIIIEHHOCTD.

Jlaneko He Bce MPOU3ZBOAUTEIN BBIMYCKAIOT OOHOBIICHHMS, 3aKPBIBAIOIINE
KPUTUYECKHUE YSI3BUMOCTHU JIJISi CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TeleoHa:

Huuero He siBnsiercs mo-HacTosieMmy OecriaTHbIM. Bynb OCTOpoOkeH, Belb
Korja Tede npeasaratoT OecriaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hymaii, npexzae yem otnpaBuTb SMS, ¢poTo unu Buaeo. Thl TOYHO 3HACIIb,
r7ie OHU OYJyT B KOHEUHOM UTOTE?

Heo0xon1mMo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETIO cMapTQOHa;
Hcnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOMIIBHBIX TEIEHOHOB;

He 3arpy>1<a1‘/’1 MPUIIOKCHUA OT HCU3BCCTHOT'O HMCTOYHHKA, BCIAb OHU MOI'YT
COACPIKAaTb BPpCAOHOCHOC ITPOrpaMMHOC 06€CH€"ICHI/I€;

[Tocne Toro Kak THl BBIWJCIIb C CaliTa, IJie BBOIWI JIMYHYIO HWH(MOPMAIHUIO,
3aiiIM B HACTPOMKHU Opay3epa u yaaiu cookies;

HepI/IO,ZII/I‘{eCKI/I HpOBGpiIfI, KaKHC IUIATHBIC YCJIYI'M aKTUBHUPOBAHLI Ha TBOCM
HOMCPCEC,

JlaBaif cBoii HOMEp MOOWJIBHOTO Tele(oHa TOIBKO JIOJSIM, KOTOPBIX ThI
3HaEllb U KOMY JOBEPSIECUIb;

Bluetooth momxkeHn OBITH BBIKJIIOYEH, KOTJa Thl MM HE ToJb3yembcs. He
3a0bIBaii HHOT/IAa TTPOBEPATH ITO.

Online urpsi

CoBpeMeHHBIE  OHJIAWH-UTPBl - 3TO  KPacOYHbIE, 3aXBaThIBAIOIINE
pa3BiiedyeHUs, OOBEIUHSIONIME COTHU ThICSY YEJIOBEK MO Bcemy mupy. Urpoku
UCCIEAYIOT JTaHHBIM UM MHp, OOILIAIOTCS APYr C APYrOM, BBINOIHSIOT 3aJaHus,
CpakaloTCd C MOHCTpaMU W TOJIy4YalOT OMBIT. 3a YIOBOJIBCTBUE OHU IJIATAT:
MOKYMAIOT JUCK, OTUIAYMBAIOT a00OHEMEHT HJIH MMPUOOPETAIOT KAKUE-TO OIIIHH.

Bce atu cpenctBa uayTt Ha nojaep:KaHUE M Pa3BUTUE UTPHI, a TAK)KE HA CaMmy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBHIMTYCKAIOTCS HOBBIC
natyu (1udpoBbIE 3aMIATKY JJIsl TPOTPaAMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX UTpax CTOUT OMacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kH TBOETO IMapoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMHU OOJIBIITHHCTBA
Urp.



OCHOBHBIE COBETHI IT0 0€30IIaCHOCTH TBOETO HUI'POBOTIO aKKAayHTAa:

1. Ecnu npyroil urpok BeJeT ce0s MI0X0 WM CO3[aeT TeOe HENpPUSTHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. Iloxanyiicss aAMUHUCTPATOPAM HUIPhI HA MJIOXO€ MOBEJECHNUE ATOr0 UIPOKA,
YKEJIaTeJIbHO IPWIOKUTh KaKUe-TO JO0KAa3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii Tu4Hy0 HHQOpPMALIUIO B TpOdaiisie urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBail HeouiManabHbIe TaTYH U MOJIBI;

6. Mcnionb3yil CIOXKHBIE U pa3HbIE NapoJiu;

7. J1axxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [loka Thl Urpaelib,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

OUIINHT WA Kpaka JUYHbIX JaHHBIX

OOBIYHOM KpaXkel JAeHET U TOKYMEHTOB CEroHS YK€ HUKOT'O HE YJIUBHIIb, HO
C Ppa3BUTHEM HMHTEPHET-TEXHOJIOTUH 3JIOYMBIIICHHUKA TEPEMECTHIINCh B
UHTEPHET, U MPOIOHKAIOT 3aHUMATHCS ""TIOOUMBIM" JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WM (UIIWHT,
TJIaBHAs [eJh KOTOPOTO COCTOUT B TONYYCHHH KOH(DHICHIIMAIBHBIX TaHHBIX
1oJIb30BaTesiel - JJOTMHOB U Mapojei. Ha anrnuiickoM si3pike phishing unrtaercs
kak ¢umuHr (0T fishing - peiOHas noBIs, password - mapoJsb).

OcHOBHBIE COBETHI 110 OOpHOE ¢ PUITUHTOM:

1. Cnenu 3a CBOMM akKayHTOM. ECIIM TBHI 10/J03peBaciib, YTO TBOS aHKETa
Oblla  B3JOMaHa, TO HEOOXOIMMO  3a0JOKHpPOBaTH €€ W COOOIIHTH
aIMAHHACTPATOPaM pecypca 00 dTOM KaK MOXKHO CKOpee;

2. Wcnonp3yit 6e3ormacHble BEO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB U
ITIOMCKOBEIX CHCTEM;

3. Hcnonp3yii CIOXKHBIE W pas3Hble mapoiau. Takum oOpa3zom, eciu TeOs
B3JIOMAKOT, TO 3JOYMBIIUIEHHUKN IOJy4aT AOCTYH TOJIBKO K OJHOMY TBOEMY
PO IO B CETH, a HE KO BCEM;

4. Ecimm T1ebs B3IOMald, TO HEOOXOAUMO TIPEAYNPEAUTH BCEX CBOUX
3HAKOMBIX, KOTOPBIE JTOOABJICHBI y T€OS B JAPYy3bsIX, O TOM, YTO T€Os B3JOMajH W,
BO3MOYKHO, OT TBOET'0 UMEHHU OYJET pacCcChlIaThCs CIlaM M CChUJIKU Ha (DUIITMHTOBBIC
CAUTBhI;

5. YcranoBu HaaexHsbli mapoib (PIN) Ha MoOuiIbHBIN TenedoH;



6. OTKJII0YM COXpaHEHHUE NapoJis B Opaysepe;

7. He oTkpbiBail (hailibl U Apyrue BJIOKEHUS B MHCbMax, AaXXEe €CIH OHHU
MPUILLIM OT TBOUX Apy3el. Jlydille yrouHH y HMX, OTHPABJSUIM JIM OHU TeOe 3TH
(aibl.

Mudposas penyranus

Hudposas penyrauus - 3T0 HEraTUBHAS WJIM MO3UTHBHAS MH(GOpPMALUs B CETU
o tebe. Komnpomerupytomas undopmaiusi, pa3MelieHHass B UHTEPHETE, MOXKET
CepbEe3HBIM 00pa3oM OTpa3uThcsi Ha TBoell peanbHOU >ku3HU. "Ludposas
penyTtanus" - 3TO TBOM UMUK, KOTOPBIA (popmupyercs u3 undpopmaiuu o tede B
VUHTEpPHETE.

TBoe MecTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOEHHOCTH
XapakTepa 1 paccKasbl 0 OJU3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue mOAPOCTKH JIETKOMBICJICHHO OTHOCSTCS K MyOJUKAIMyd JUYHOU
uHdopmanuu B MIHTEpHETE, HE TTOHUMAs BO3MOXHBIX TOCHeACTBUN. Thl naxke HeE
CMOJKEIlb J0TajaThCcsi 0 TOM, 4To doTorpadus, pa3MelieHHas 5 JIeT Hazajl, cTana
NPUYMHOMN OTKa3a MPUHSATH TeOst Ha paboTy.

Kommenrtapuu, pasmemienne TBoux (ororpaduii u apyrue ASHCTBUS MOTYT
HE MCUYE3HYTh JaXKe IOCJIE€ TOro, Kak Thl MX YHaluilb. Thl HE 3HAElIb, KTO
COXpaHWI 3Ty HWHPOpMAIHIO, TOMajga U OHA B IIOMCKOBBIE CHCTEMBl H
COXpaHWJIAaCh JU OHA, a TJABHOE: YTO MOAYMAalOT O TeOe OKPYXAIoIlue JIOAH,
KOTOpbIE HAUAYT M yBUIAT 3T0. Haiitk mHpOpMaIio MHOTO JIET CITYCTS CMOXET
0001 - Kak U3 J0OPBIX MOOYXKACHUH, TaK U ¢ HAMEPEHHUEM MPUIUHUTD Bped. ITO
MOKET OBITh KTO YT'OJIHO.

OcHOBHBIE COBETHI MO 3aIIuTe MU(POBOI permyTauu:

1. IMomymatii, mpexae 4yem 4To-To MyOJIMKOBaTh U MepeaBath y ceds B Oyore
WA B COIMAJILHOM CETH,

2. B Hacrtpoiikax mpoduis yCTaHOBH OTPAaHUYCHHS HA MPOCMOTP TBOETO
pouIIA U ero COAEP>KUMOTO, CACNAN ero TONbKO "/ist npy3eit';

3. He pa3memiaii u He ykaspiBall WH(MOPMAIHIO, KOTOpas MOXKET KOro-arbo
OCKOPOJIATh WIIH OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBIE NIKOJIBHUKM - aKTUBHBIC IOJB30BaTeNM  LU(POBOro
npoctpancTBa. ONHAKO JajJeKo HE BCE 3HAIOT, YTO MOJb30BAHUE MHOTHMHU
BO3MOXKHOCTSIMU  1HU(ppOBOro  mupa TpeOyeT  CcOOMIOJeHUs TpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.



Tepmun "UHTENNEKTyallbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IUYHBIM
TBOPEHHUSIM YEJOBEYECKOTO YMa, HauWHasi C HOBBIX H300pPETEHUN M 3HAKOB,
0003HayaroMMUX COOCTBEHHOCTh HA MPOJYKThl U YCIYI'H, U 3aKaHYMBask KHUTAMH,
¢dotorpadusimu, KUHOPUIBMAMU U MY3bIKaJIbHBIMU HPOU3BEACHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HMHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATYPbl U UCKyCcCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B
KAauecTBE TapaHTUU TOr0, YTO HMHTEIUIEKTYyaJIbHBIA/TBOPUYECKUN TpPYA aBTOpa He
OyIeT HampacHbIM, JacT €My CHpaBeJIMBbIE BO3MOXXHOCTU 3apabdoTaTh Ha
pe3ysibTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3Hanue. Hukro 0e3
pa3pelIeHus aBTOpa HE  MOXKET  BOCIPOM3BOJIWUTH €ro  INPOU3BEIECHUE,
pacnpocTpaHsaTh, NYOJIMYHO JE€MOHCTPUPOBATh, NpOAaBaTh, HMIIOPTHPOBATH,
NycKaTh B MPOKAT, MyOJUYHO HMCHOJHAThH, MOKA3bIBATH/UCHOIHATh B 3UpEe WIH
pa3meniath B IHTEpHETE.

Hcnonb3oBanue "muparckoro” mporpaMMHOI0 00€CieYeHHsI MOKET MPUBECTU
K MHOTHM PHCKaM: OT MOTEPU JIaHHBIX K TBOUM aKKayHTaM 10 OJIOKUPOBKU TBOETO
yCTpPOWCTBa, TJE€ YCTAHOBJIEHA HeJeraibHas mnporpamma. He croutr Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIeTajbHble M OECIUIaTHbIE MPOrPaMMbl, KOTOpHIE
MO>KHO HANTH B CETH.

O nopraJe

CeteBuuOK.pd - TBOM IJIaBHBIN COBETUYHMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATH O
0€30MacHOCTH B CETU MOHSITHBIM M JOCTYIHBIM SI3BIKOM, & MPU BO3HUKHOBEHHH
KPUTHYECKON CUTYyallMd OOpaTUTHCA 32 COBETOM. A TakKe MPHUHATH y4acTHE B
KOHKYpPCaX U CTaTh CaMbIM IIU(PPOBHIM TpaKJaHUHOM !



